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1
Decision/action requested

This pCR identifies an issue and solves the issue related to transmission of encrypted temporary KASME to the UE by the MME.
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[1] TR 33.815 V0.4.0 (2019-03) Study on Security Aspects of PARLOS.
3
Rationale

According to the procedure defined in the Solution #1 (AS and NAS security for RLOS services), if the ME is not preconfigured with PARLOS credentials, then the ME generates a public key on its own. The ME sends this public key to a MME during the attach procedure in an Attach Request message. The MME uses this public key to encrypt the new temporary root key KASMEtemp and sends to the UE in a Security Mode Command message. When the UE receives the encrypted KASMEtemp then uses the public key sent to the MME to decrypt KASMEtemp. The UE and the network nodes (MME and eNB) generates the KNAS, KeNB, KRRC Keys from KASMEtemp and use them for ciphering of a NAS message and a RRC message. 

When the ME transmits the public key to the MME in attach request message which is not integrity protected then there is chance that the public key may get corrupted either due to transmission error or man in the middle alter the value of the public key and not detected by the MME. In this situation, the UE or the ME and the MME have different public keys which leads to failure of the attach procedure or other NAS procedure and hence denial of service to the user.  

This contribution proposes, MME to transmit the received ME’s Public Key KMEpub in the NAS security mode command message along with the encrypted KASMEtemp. When the ME receives the  ME’s Public Key KMEpub in the NAS security mode command message, then the UE compares the sent ME’s Public Key KMEpub with the received ME’s Public Key KMEpub, if they match the ME executes further steps, else the ME aborts the attach procedure.

It is requested to SA3, to approve the below proposal to TR 33.815 [1].
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Detailed proposal

START OF CHANGE
7.1.2.1
PARLOS Procedure

The ME may be preconfigured with certificates so that the MME is able to authenticate the ME in order to protect against active attacks. If the ME is not preconfigured with PARLOS credentials, then the ME generates a public key on its own, which is used together with the RLOS indication in the ATTACH request and to secure the new temporary root key KASMEtemp.

[image: image1]
Figure 7.1.2.1-1: PARLOS security call flow

1. 
The ME performs PLMN selection for RLOS and perform RLOS (i.e. unauthenticated) attach to this PLMN. The ME sends a NAS ATTACH request message to the MME including an RLOS indication and the ME’s Public Key KMEpub.

2. 
Based on the RLOS indication, he MME generates then a temporary KASMEtemp for the ME as the new master key for KNAS and KeNB.

3.
The MME sends a NAS Security Mode Command to the ME with the KASMEtemp, encrypted with the ME public key and the received the ME’s Public Key KMEpub. 

4.
When the ME receives the encrypted KASME and the ME’s Public Key KMEpub in the NAS Security Mode Command message, the ME compares the sent ME’s Public Key KMEpub with the received ME’s Public Key KMEpub, if they match then this new symmetric temporary KASME is used to derive the other keys (KNAS, KeNB, KRRC) in the ME and MME for encryption and integrity protection as in normal operation, else the ME aborts the ongoing attach procedure. NAS encryption can be changed at this point to the newly generated KNAS.
5.
The ME sends a NAS Security Mode Complete to the MME, encrypted with KNAS
6.
The MME performs a bearer setup procedure for RLOS towards SGW and PGW. 
7.
The MME sends a AS Security Mode Command with KeNB to the eNB.
8.
ME and eNB derive the AS keys KRRCenc and KRRCint as well as KUPenc.
9.
The eNB sends a AS Security Mode Complete to the MME. Now ciphering on the radio interface is enabled.
10. 
The MME sends an ATTACH accept to the ME (secured with KNAS), the ME is now attached for RLOS.
Editor’s Note: It is ffs how to address active attacks if no credentials are pre-provisioned in the ME. The system impact, especially on the ME, for certificate based authentication is ffs.

END OF CHANGE
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